Village of Hines Creek Council
Request for Decision (RFD)

Meeting: Regular Council Meeting

Meeting Date: February 11, 2025

Originated By: Leanne Walmsley, Chief Administrative Officer

Title: Unfinished Business — Video Surveillance in Public Areas
Amended Policy #100.26

File:

BACKGROUND/PROPOSAL:

At the January 28", 2025 Council meeting it was requested that administration prepare an
amendment to the Video Surveillance in Public Areas Policy 100-26.

Attached is Policy 100-26 for Council’s review.

DISCUSSION/OPTIONS/BENEFITS/DISADVANTAGES

COSTS/SOURCE OF FUNDING (if applicable)

FINANCIAL IMPLICATIONS COUNCIL STRATEGIC PLAN

M Make the Village of Hines Creek an attractive and desirable place to live.
M Create an environment where residents and business feel valued and
comfortable airing their concerns, and where their problems, ideas, and inputs
are valued.

O Being progressive and open to innovative ideas.

O Financially sound management that utilizes public funds efficiently and
effectively.

O Not Applicable

RECOMMENDED ACTION:

Council approves the Video Surveillance in Public Areas policy 100-26 as amended.

Initials show support- Reviewed by: Manager: C.AO. 0 l
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VILLAGE OF HINES CREEK

POLICIES AND PROCEDURES MANUAL

COUNCIL
TITLE: Video Surveillance in Public Areas
POLICY NUMBER: 100-26
EFFECTIVE DATE: February 12, 2019
POLICY STATEMENT:

The Village of Hines Creek recognizes the need to balance an individual’s right to protection of privacy
against the Village’s obligation to promote a safe environment for all residents, and to ensure the safety
of Village employees and to protect Village assets. The objective of video surveillance in Village facilities
and public areas is to apprehend individuals who may consider committing more serious crimes against
both persons and property. The Video Surveillance System may also be used to assist in the investigation
of occupational health and safety violations.

This policy is intended to assist the Village of Hines Creek in deciding whether collection of personal
information by means of a surveillance camera is both lawful and justifiable, and if so, in understanding
how privacy measures can be built into the use of a surveillance system.

EXCEPTION TO THIS POLICY

This Policy does not apply to Covert or Overt surveillance cameras being used as a case-specific
investigation tool for law enforcement purposes or in contemplation of litigation.

The Video Surveillance System is not used as a method of tracking the work habits or productivity of
individual employees.

REASON FOR POLICY

Develop a video surveillance system policy that complies with the Freedom of Information and
Protection of Privacy Act RSA 2000, c. F-25 (“FOIP Act”) as amended from time to time.

To establish consistent practices of this Policy across the Village.
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To ensure that there is an understanding and acknowledgment that Personal Information collected
cannot be released without the prior explicit approval of the FOIP Coordinator.

DEFINITIONS

1.

10.

11.

12.

“C.A.0.” means the person appointed by the Council to the position of “Chief Administrative
Officer or their designate.
“Council” means the duly elected Council of the Village of Hines Creek.
“Covert Surveillance” means the secretive continuous or periodic observation of person(s),
vehicles(s), place(s), or object(s) to obtain information concerning the activities(s) of individuals.
“Employee” means any individual employed by the Village including contractors and sub-
contractors.
“FOIP Act” means the Freedom of Information and Protection of Privacy Act, RSA 2000, c F-25,
as amended from time to time.
“Monitor” means the continuous observation of a place, person, group, or ongoing activity to
gather information. The monitoring of the Video Surveillance System must be in accordance
with the FOIP Act.
“Overt Surveillance” means the non-secretive continuous or periodic observation of a person,
vehicles, places, or objects to obtain information concerning the activities of individuals.
“Personal Information” means recorded information about an identifiable individual, including,
but not limited to:
a. theindividual’s name, home or business address or home or business telephone
number.
b. The individual’s race, national or ethnic origin, colour or religious or political beliefs or
association.
c. Theindividual’s age, sex, marital status or family status.
d. An identifying number, symbol or other particular assigned to the individual.
e. The individual’s fingerprints, other biometric information, blood type, genetic
information or inheritable characteristics.
f. Information about the individual’s health and health care history, including information
about a physical or mental disability.
g. Information about the individual’s education, financial, employment or criminal history,
including criminal records where a pardon has been given.
h. Anyone else’s opinions about the individual; and
i. The individual's personal views or opinions, except if they are about someone else.
“Reception Equipment” means the equipment or device used to receive or record the Personal
Information collected through a Video Surveillance System, including a video monitor.
“Record” as defined in section 1{1)(q) of the FOIP Act means a record of information in any form
and includes notes, images, audio-visual recordings, e-rays, books, documents, maps, drawings,
photographs, letters, vouchers and papers and any other information that is written,
photographed, recorded or stored in any manner, but does not include software or any
mechanism that produces records.
“Storage Device” means a videotape, computer disk, drive, flash drive, CD ROM, or computer
chip used to store the recorded visual images captured by a Video Surveillance System.
“Third-Party Service Provider” means a provider of services for and on behalf of the Village.
Third-Party Service Providers are paid for their services, but do not have a stake, share, or equity
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in the Village. An example of this would be a security company who may need to monitor or
review the Village’s Video Surveillance System.

13. “Video Surveillance System” means a mechanical or electronic system or device that enables
continuous or periodic video recording, observing, or monitoring of personal information about
individuals in open public spaces, public buildings and public transportation.

14. “Village” means the municipal corporation of the Village of Hines Creek.

GENERAL PRINCIPLES

1. This policy allows for the installation and use of video surveillance equipment in public facilities and
outdoor spaces only within parameters and subject to the conditions established by this policy.

2. The use of surveillance cameras is for the collection of personal information for the purposes of law
enforcement under Section 33(b) of the FOIP to deter both property crimes (i.e. vandalism, theft, etc.)
and person crimes (i.e. assaults, prostitution, controlled substances, etc.)

4. The Village of Hines Creek under its mandate contained in the Municipal Government Act has the
authority to place and operate the use of surveillance cameras and is accountable for the collection, use,
disclosure, security, retention and disposal of information.

5. The Government of Alberta, Guide to Using Surveillance Cameras in Public Places, Revised 2004, and
as further amended will be followed.

DESIGNING AND INSTALLING SURVEILLANCE EQUIPMENT

1. Reception equipment such as video cameras, to a maximum of 20 cameras, may be installed in
identified public areas where surveillance is a necessary and viable detection or deterrence activity.

2. Cameras shall not be directed at or aimed at areas where people have a heightened expectation of
privacy i.e. through windows of adjacent buildings, showers, washrooms, etc.

3. Cameras should be located in such a way that they only monitor public property.

4. Consideration shall be given to the use of surveillance being restricted to periods when there is a
demonstrably higher likelihood of crime being committed and detected in the area under surveillance.
5. An active monitoring component may be instituted during peak times, and any serious crime that the
monitor observes will be reported to the public.

6. Only authorized persons shall have access to the system’s controls and to its reception equipment.
7. Reception equipment shall only be in a controlied access area. Only the controlling personnel or
those properly authorized in writing by those personnel shall have access to the reception equipment.
Video monitors should not be located in a place or in a position that enables public viewing.

PUBLIC AWARENESS OF CAMERAS

1. The public shall be notified that they will be under surveillance through clearly written signs
prominently displayed at the perimeter of surveillance areas.

2. The following sign will be displayed at the perimeter of the surveillance areas:

Surveillance cameras may be operating in <location of camera> to deter and/or detect
criminal activity and for public security. The collection of recorded camera images by
the Village of Hines Creek is authorized under Section 33 of the Freedom of Information
and Protection of Privacy Act. For more information, contact the Chief Administrative
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Officer at the Village of Hines Creek Municipal Officer located at 212-10" Street, Hines
Creek, Alberta or call 780-494-3690 or send an email to cao@hinescreek.com

3. In addition, the following sign will be displayed within the surveillance area:

Surveillance camera may be operating in this area to detect and/or deter criminal
activity and for public security. The collection of recorded camera images by the
Village of l-{i;nts"'&breek is authorized under Section 33 of the Freedom of Information
and Protection of Privacy Act. For more information, contact the Chief Administrative
Officer at the Village of Hines Creek Municipal Office located at 212-10% Street, Hines
Creek, Alberta or call 780-494-3690 or email at cao@hinescreek.com

USE, DISCLOSE AND RETENTION OF PERSONAL INFORMATION

1. All tapes or storage devices shall be stored securely in a locked receptacle located in a controlled
access area. All storage devices that have been used shall be numbered and dated.

2. Access to the storage devices shall only be by authorized personnel.

3. Allimages that are captured will be kept for a maximum of 21 days, unless requisitioned by an
individual under the FOIPA or by a police/peace officer as part of a criminal investigation.

4. If the images noted in paragraph 3 are disclosed to a police/peace officer, they shall be retained for a
minimum of one year pursuant to Section 35 (b) of the FOIPA.

5. An individual who is the subject of the information has a right to access his or her recorded
information. Access may be granted in full or in part depending upon whether any of the exceptions in
FOIP Act apply and whether the exceptional information can be severed from the record.

6. All access requests shall be made to the Village of Hines Creek FOIP Co-coordinator, who will consider
the request and forward it to the Fairview RCMP Detachment along with the Police Report of the
inquiry/incident/investigation. No information may be released to anyone at anytime without written
permission from the FOIP Coordinator to release the information to the RCMP from the Surveillance
Company.

7. Old storage devices or recorded images kept for the maximum time period must be securely disposed
of by shredding, burning or magnetically erasing the information.

8. Arecord log will be kept of all instances of access to, disclosure, and use of, recorded material.

9. A storage device release form (Appendix A — Law Enforcement Disclosure Form) shall be completed
before any storage device is disclosed for Law Enforcement purposes. This personal information/images
will only be disclosed to Law Enforcement Agencies and only for Law Enforcement purposes.

RESPONSIBILITIES
Village of Hines Creek Council to:

1. Approve this Policy and any subsequent amendments
2. Appoint the Protective Services Director as the custodian of the surveillance system program.

Chief Administrative Officer:
1. Ensure the requirements of this Policy are adhered to.
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2. Ensure that any new legislation and guidelines pertaining to the use of video surveillance is
incorporated into this Policy, as required.

3. Ensure that periodic audits are conducted by a person or organization independent of the
management and direction of the video surveillance system.

FOIP Coordinator:

1. Ensure that any new legislation and guidelines pertaining to the use of the Video Surveillance
System is incorporated into this Policy, as required.

2. Ensure compliance with the Village’s privacy obligations under the FOIP Act.

3. Ensure that quarterly audits are conducted to establish proper use of Video Surveillance
Systems in accordance with the FOIP Act and this Policy.

4. Ensure employees complete the mandatory Video Surveillance System training related to this
Policy, before filling their role.

Employees and Contractors to:

1. Review and comply with this Policy in performing their duties and functions related to the operation
of a surveillance system. If a contractor fails to comply with this Policy or the FOIPA, it will be
considered a breach of contract.

2. Employees who breach this Policy or the FOIPA may be subject to disciplinary action.

3. Swear an oath of confidentiality and sign written agreements regarding their duties under the Policy.
4. Attend mandatory training related to this Policy before filling the duties.

END OF POLICY
APPROVED: C-070-19

AMENDED:
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